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" Application Features:
WLAN 8201.11a/b/g jammer. (Forbid all WLAN communications, forbid'a specific AP\c"STA
communication within the coverage area).

Detect unauthorized AP or STA within the coverage range and notify the admin with/alert
message (Email).
Capable of defining the authorized AP and STA list, wireless communication rules and policy.

Forbid the communication of AP or STA that is not authorized within the coverage range by
sending de-authentication message or noise signal.

Able to detect unusual wireless devices behavior such as AP/STA probing,
authentication/de-authentication packets transmission, wireless channel changing and others.

m All events can be logged inside the log sérver within the WatchGuard WLAN device.

What does it protects?

= Inside to Outside Exposure

It protects organization wireless devices

(STAs) from accidentally associate or

connect to outside wireless networks and

expose organization confidential information. -
m Outside to Inside Attack

It protects from attackers intrusion into

organization network.
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